Computer Usage
Scope

This policy applies to all equipment, systems and tools used for electronic communication at the CITY/TOWN.  All employees who are authorized to use the equipment, systems, or tools are subject to this policy.  This policy is designed to protect the safety and security of the CITY/TOWN’s Computer System.
Purpose

The purpose of this policy is to manage the acceptable use of CITY/TOWN’s electronic communication equipment, systems and tools which are provided by CITY/TOWN to its authorized employees for the purpose of performing job functions.  

Further, the purpose of the CITY/TOWN’s Computer System is to facilitate CITY/TOWN business communication among employees, our member entities and other business associates. Since no computer system is completely secure, the CITY/TOWN Computer System is not intended to transmit sensitive materials.  Sensitive and/or confidential information which is more appropriately communicated by written memorandum or personal conversation is not to be transmitted via the CITY/TOWN Computer System.  If any employee has a question or concern as to whether the transmission of information via the CITY/TOWN Computer System would violate this rule, they are to ask their direct supervisor.  This rule governs all forms of Internet access. 

Definitions  

Electronic Document:  recorded information or object that can be treated and accessed as a unit.  The CITY/TOWN Records Retention Schedule applies to Electronic Documents. 

Electronic Message:  a document created or received via an electronic message system, including brief notes, formal or substantive narrative documents, and any attachments, such as word processing or other electronic objects, that may be transmitted with the message along with its descriptive transmission metadata.

CITY/TOWN’s Computer System:  all equipment, systems and tools used for electronic communication at the CITY/TOWN. 

Record:  information created, received, and maintained by an organization or person that is evidence of its activities or operations, and has value requiring its retention for a specific period of time.  It can be used in pursuance of legal and regulatory obligations or in the transaction of business.

Records Retention Schedule:  a comprehensive list of records series and/or classification titles, indicating for each series the length of time it is to be maintained.  May include retention in active office areas, inactive storage areas, and when and if such series may be destroyed or formally transferred to another entity such as an archives for historical preservation.  

Ownership
The CITY/TOWN owns the CITY/TOWN Computer System and all of its contents.  As such, E-mail and Internet usage will be accessed and monitored in the normal course of business.  

Privilege
The use of the CITY/TOWN Computer System is a privilege, not a right.  Misuse, abuse, unauthorized use and/or any violation of this policy are grounds for disciplinary action up to and including termination.

For purposes of this policy, an employee’s home computer, laptop, or other equipment purchased by the employee will be deemed to be part of the CITY/TOWN Computer System to the extent that it is used for the performance of work for the CITY/TOWN.  As such, this Policy applies to employees who utilize their own equipment in this manner 

Security

CITY/TOWN’s internet host is traceable to the CITY/TOWN.  Users using the CITY/TOWN provided internet are not provided any degree of anonymity.  

Employees are prohibited from copying passwords belonging to others.  Employees are prohibited from making their password, or that of another user, available to non CITY/TOWN employees.  Users are prohibited from trying to discover another’s password, or assist others in doing same.  Employees are prohibited from changing, altering, copying or transferring files to others without authorization.  

Access to an absent employee’s computer may be necessary at times.  In those instances, the Information Services Manager or other supervisor may overwrite that employee’s password.  When the employee returns, they will establish a new password.  

Employee’s personal use of the CITY/TOWN Computer System will be monitored in the normal course of business by CITY/TOWN.  CITY/TOWN will allow nominal/limited personal use of the CITY/TOWN Computer System as long as such use does not interfere with daily CITY/TOWN operations, does not interfere with any employees’ ability to perform their job duties, does not violate any portion of this Policy and/or CITY/TOWN’s Personnel Policy Manual.  This privilege may be revoked anytime for any reason or for no reason at all.  Further, abuse of this privilege may result in discipline up to and including termination. 

For additional security, employees are to face their screens so that passers by and/or non- employees cannot read the screen’s contents.  Further, Employees are not to leave computers unattended when business information can be accessed without a password.    

Public Records

Electronic Documents may constitute a public record as defined by 2-6-202 MCA.  Because public records are subject to discovery, subpoena, and use in litigation, Electronic Documents must be managed and made accessible like all other public records.   Certain Electronic Documents may not constitute a public record.  Possible examples may include, but are not limited to, some email communications, phone message slips, duplicates of documents distributed for convenience and personal messages.  Any questions regarding what constitutes a public record or how said record should be maintained on the CITY/TOWN Computer System should be brought to the employee’s direct supervisor. 

Employees must retain and regularly transfer Electronic Documents that are public records to an organized, secure, and accessible filing system.  Failure to do so, except in the event of a single unintentional failure to enter the proper save and transfer commands may result in disciplinary action up to and including termination. 

Email

All e-mail messages are considered to be temporary, and the CITY/TOWN Computer System is not to be used as a storage device.  This is not intended to prohibit the creation from time to time of reference files for user convenience, which may remain for extended periods of time.  Transitory messages which do not constitute public record should be removed on a weekly basis.  

Employees may not use personal email accounts or Instant Messaging to conduct CITY/TOWN business unless prior approval is obtained from the employee’s direct supervisor.

Employees should be aware that when they have deleted a message from their mailbox, it might not have been deleted from the CITY/TOWN Computer System.  The message may be residing in the recipient’s mailbox or forwarded to other recipients.  Furthermore, the message may be stored on the computer’s back-up system.  

Unauthorized Use

Unauthorized uses of CITY/TOWN’s Computer System include but are not limited to the following:

1. Illegal activities.  

2. Obscene, profane, vulgar or offensive language.

3. Political endorsements and lobbying for purposes other than those associated with the normal course of CITY/TOWN business. 

4. Commercial activities or any private business purpose.  

5. Religious activities.

6. Using any unauthorized software.

7. Purposely accessing or sending messages that are racist, discriminatory, inflammatory or demeaning to others, or that encourage illegal or prohibited activities.  All policies of the CITY/TOWN against discrimination and harassment apply in full to use of CITY/TOWN’s Computer System.

8. Knowingly sending or utilizing copyrighted materials without the permission of the copyright holder.

9. Using any means to defeat security systems on any computer network or knowingly transmitting viruses.

10. Failing to identify yourself clearly and accurately in all electronic communication.

11. Use by non CITY/TOWN employees. 

12. Where not work-related, streaming audio and video access/download

intentionally intercept, eavesdrop, record, read, alter, impersonate or receive another individual’s Electronic Messages without proper authorization from the individual.  

The misuse of the CITY/TOWN Computer System shall be managed in accordance with the Personnel Policies and Procedures manual, and/or other applicable rules or laws.  Violation(s) of these policies may be grounds for disciplinary action up to and including, termination.  In addition, violations may be referred for criminal prosecution or civil action.  

If an employee receives a message that is objectionable or is in violation of this policy, they should print or save the message and immediately inform their direct supervisor.  

Responding to a Public Records Request

All public records requests should be referred to an employee’s direct supervisor and/or the Records Manager, CEO, or COO. 
Legal Holds

Electronic Documents relative to matters subject to ongoing or threatened litigation or any investigation must be retained and cannot be disposed of, even if the retention period has been met on the records retention schedule, except as advised by CITY/TOWN’s Legal Advisor.  

User’s Responsibility

Employees are responsible for the content and dissemination of their Electronic Messages.  This responsibility includes ensuring that their Electronic Messages

· are accurate in content

· are grammatically accurate

· are courteous 

· are professional in appearance

· are sent on a need to know basis

· are protected from inadvertent loss or destruction by complying with backup requirements and procedures.

· are appropriate to be sent through e-mail.  Employees should have no expectation of privacy when using CITY/TOWN’s Computer System.  The system is owned by CITY/TOWN and messages may be released to the public under the public records laws.  

· are free of confidential information, in particular personnel information.  

· reflect the CITY/TOWN’s official position or should include a disclaimer like or similar to the following:  
DO NOT read, copy or disseminate this communication unless you are the intended addressee.  This email communication contains confidential and/or privileged information intended only for the addressee.  If you have received this communication in error, please call us at 1 (800) 635-3089 and ask to speak to the sender of the communication.  Also, please email the sender and notify the sender immediately that you have received the communication in error. 

Employees are to govern the use of Electronic Messages accordingly.  

Employees should have no expectation of privacy with respect to their computer and any files stored on it.  

Email Etiquette

1. Take the time to proofread your messages for spelling and grammar mistakes.  

2. Employees should avoid utilizing features such as bold, underline, special fonts, icons, or stationary, etc. 

3. Identify yourself with name, title, department, contact information and disclaimer. 
4. Don’t be hasty.  If a message or posting generates negative feelings, set it aside and re-read it later.  Consider that a misunderstanding or misinterpretation might occur.  

5. Avoid putting text in all capital letters.  Text in all capitals appears ANGRY or HARSH.  Only use all capitals when adding extra emphasis.  

6. Be careful what you say about yourself and others.  Avoid committing anything to an e-mail message that shouldn’t become public knowledge.  Be wary of including personal information about yourself or others in messages.  

7. Keep messages to a single subject; use the subject line.  The subject line of an e-mail message enables people to discern the subject of the message, its urgency, indexes the message, and identifies messages as “records.”

8. Employees should utilize discretion when sending large attachments.  Prior permission from the recipient is suggested.  

9.
Before selecting e-mail as a means for communication, consider the need for immediacy, formality, accountability, access, security and permanence.  E-mail is more permanent than a telephone conversation and less secure than paper.  

